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Facebook said it conducted the study to gauge users’ response to content

Facebook is facing criticism after it emerged it had conducted a psychology
experiment on nearly 700,000 users without their knowledge.
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We will set Grand Challenges to put the United Kingdom at the
forefront of the industries of the future:

€5 Al & Data Economy Clean Growth
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data revolution shift to clean growth
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3. The digital sectors - making the UK the

best place to start and grow a digital
business

Published 1 March 2017

“making the UK the best place to
start and grow a digital business”

Contents Digital sectors contributed £118 billion to the economy in 2015: over 7% of the UK’s
Supporting innovation gross value added (GVA),! and exports of digital goods and services now amount to over
£50 billion.2 Tech City UK estimates that the digital sectors are creating jobs 2.8 times
faster than the rest of the economy.§ The UK is home to growing digital clusters across

Supporting digital businesses

Widening procurement



Terms of reference

= |dentify the communities with interests in the governance of data and its uses,
but which may be considering these issues in different contexts and with varied
aims and assumptions, in order to facilitate dialogue between these communities.
These include academia, industry, the public sector and civil society.

* Clanfy where there are connections between different debates, identifying
shared issues and common questions, and help to develop a common framework
and shared language for debate.

= |dentify which social, ethical and governance challenges arise in the context
of developments in data use.

= Set out the public interests at stake in governance of data and its uses, and the
relationships between them, and how the principles of Responsible Research
and Innovation (RRI) apply in the context of data use.

= Make proposals for the UK to establish a sustained and flexible platform for
debating i1ssues of data governance, developing consensus about future legal
and technical frameworks, and ensuring that learning and good practice spreads
as fast as possible.
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FUtU res Scenario 1 - Distrust and suspicion

SCeNada riOS Scenario 4 - Technopoly 2021

Scenario1 - Distrustand Suspicion Scenario 9 - Disconnected world

Narrative

People are suspicious of howtheir data will be used, and suspicious of the big data collection companies, such as
Facebook and Google. The culture of data sharing without concemn that was prevalent in 2016 has gradually
declined, and the public are more protective of their data and what they share.

There have been a number of fairly major data breeches including embarmassing shopping habits of 370,000
Amazon UK customers and occurrences of misuse of data, particularly in the last couple of years, which has led
to a loss of confidence and backlash from the public. This was further exacerbated by the discovery that one
major company included “back doors” in its secunty, despite claiming otherwise. This situation has resulted in the
public boycotting Facebook and other major online companies as much as they can, and there has been a rise in
using other social media approaches. As a result, these large companies, such as Facebook, have been starved
of data, ad revenue is down and the platforms are losing R&D momentum giving a poor UX.

Drivers, trends and shocks

Willingness to share data

Public trust of data use

Data owned by individuals ’ Autonomy and robots '

Secret 'back doors' in security ‘
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‘To ensure that the
generation, collection
and processing of data
promotes human
flourishing’
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Data management and use (2017)

Principles for Data Governance

= A set of high-level principles is needed to visibly shape all forms of data
governance and ensure trustworthiness and trust in the management and use
of data as a whole.

* The promotion of human flourishing is the overarching principle that should
guide the development of systems of data governance. The four principles that
follow provide practical support for this overarching principle across the vared
ways data is managed and used.:

- protect individual and collective rights and interests

- ensure that trade-offs affected by data management and data use are made
transparently, accountably and inclusively

- seek out good practices and learn from success and failure

- enhance existing democratic governance,



Data management and use (2017)

Essential functions and stewardship

The governance framework for data management and data use should perform
three broad categories of functions. These may be carried out by a variety of
public and private actors:

- Anticipate, monitor and evaluate

- Build practices and set standards

- Clarify, enforce and remedy

Despite the range of actors already carrying out some of these important
governance functions in their specific sectors or domains, there is a clear need
for a new body to steward the landscape as a whole, rather than being directly
responsible for implementation within specific domains.

The purpose of such a stewardship body would be to support delivery of the
full breadth of critical functions in accordance with the principles set out above.
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Conclusions

* Independent yet
shaped by interests

e General principles,
well meaning but also
acceptable across

group
e Humanities a relevant
set of expertise

*  Would have been
strengthened by more
social science

e Stewardship body
needed because GPDR
is incomplete

* Influence considered
essential by
academies, but in
practice limited by
political realities



